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Setting

You are the head of an Incident Response team at a major telecommunication 
institution serving businesses and individuals within the country.

Your organization facilitates the communication of Critical Information 
Infrastructure (CII). 
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Before we start 
let’s have a look 
at the... 

Incident Management 
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You are the head of an Incident Response 
team at a major telecommunication institution 
serving businesses and individuals within your 
country.

Head of Incident 
Response
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Who do you want to be in your team, what skill 
are you lacking? 
Select  4 people’s title. 
Who are they?

• ?
• ?
• ?
• ?

What skills are you lacking?

Setup your team
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• Plan your organization on a flip chart

• What reporting structures exist?

• Who manages and accesses technology?

• Who engages with the outside world?

Organisation
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Case 1
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What would you do?

• Plan your next steps and actions

• Remember the IR Process

Group Task:
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An analysis shows a 
unknown piece of 
Malware:
• Found on several hosts
• C2 Traffic for further 

hosts, including Mail 
server

Malware found
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Malware has the ability to 
collect mail and send it 
out. At least 5 gigabytes of 
egress data is identified.

Mailserver
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Issues

• Whom do you notify?

• Should law enforcement be involved?

• Who is affected?

• How do you respond?

Group Task
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Notifying of a breach

• User information was taken of several
customers, including their address,
account information and name

• Do you have a notification obligation?

• How do you notify?

• Were you insured? How do you pay for response 
activities?

Group Task
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An external party 
reports they received 
malware from your 
employees.

What does this 
imply?

What actions do you 
take? 

Case 1.2
Date: 24 April 2024
From: Jane.Doe@example.com
To: security@lions-bank.com
Subject: Malware!?

Hello Security Team

I received a mail from one of your addresses, which was 
flagged by my Virus scanner.  I did not open it, but 
thought I’d let you know.

Bet regards
Jane



Breach Workshop APT, KeNOG © 2024, FIRST.Org

What happened?
Several malicious e-mails received a
few weeks ago
• Some blocked, but logs are not analyzed
• Some not recognized

One user clicked the attachment and thus 
• Installs a backdoor 
• Has his address book stolen

Phishing campaign against all users

Malware sent to entries of address book
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Next steps

• How does this new information guide your 
investigation?

• Are there new systems in scope of your 
investigation?

Group Task
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What went bad?
• What went well, what not?

• What would you do differently in the set 
up phase of the exercise?

• What did you need during your 
investigation that you had not planned for 
ahead of time?

Discussion
What went well?
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• Incident analysis

• Communication

• Prioritizing

• Responding
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...but something 
similar or totally 
different might. 

This might never happen...

Nimewaaaaaaaaaaaaaaaaaaaarn !


